ORANGE COUNTY SHERIFF'S OFFICE

08-069208 COMPUTER FORENSIC CELL PHONE REPORT Page 1
CASE AGENT: COMPUTER FORENSIC EXAMINER:
Yuri Melich Sandra 6. Cawn
Detective Detective
Orange County Sheriff's Office Orange County Sheriff's Office
Criminal Investigations Division Criminal Investigations Division °
Child Abuse Squad Computer Crimes Squad ..
2500 W. Colonial Drive 2500 W. Colonial Drive
OrlandoI FL. 32804 O/rlidoI FL. 32804
E
SEARCH and SEIZURE

July 25, 2008:
Detective Eric Edwards on behalf of Detective Melich presented me with the below described cellular telephone
and requested the documentation of the contact/phonebook list, text messages and any image/video files.

PROCESSING and ACQUISITION NOTES

The Case Agent provided this examiner the following for processing:
CELLULAR TELEPHONE:

ITEM

Make: Samsung

Model Number: SGH-A707

Serial Number: RV6P675528T

FCC ID: A3LSGHA707

IMEI: 355458/01/620898/6

SIM CARD: 89014104211429401063

EXAMINATION SYNOPSIS

This examiner received the listed cellular telephone which was powered on. An extraction of data via the use of
Cellebrite software and cabling was conducted. The Image, Video, Phonebook, and the SMS Messages files
were recovered and reported on the attached report form. The Cellebrite HEML report accompanies this cover
sheet.

It should be noted that neither the video files nor the image files appear to be relevant 10. this mvestlgatlon

There are text messages from Casey Anthony to Mr. Brown. e e delf i pa B {liiey U

AN | 7/5\%‘%&9

Detective Sandra G. Cawn July:25; 2008 - ; Twa




Examination Report

Examination Report Properties

Page 1 of 41

Samsung GSM

Selected Manufacture:

Selected Model: SGH-A707

Detected Manufacture: SAMSUNG ELECTRONICS CORPORATION
Detected Model: SGH-A707

Revision: A707UCGD2

IMEI: 355458016208986

MSISDN: 14074219700

IMSI: 310410142940106

Extraction start date/time:

25/07/08 10:06:35

Extraction end date/time:

25/07/08 10:10:37

>

Connection Type:

USB Cable

UFED Version:

Software: 1.0.9.0 UFED , Full Image: 1.0.1.9 , Tiny Image: 1.0.1.9

Examination Report Index

P

Contacts

SMS - Text Messages
Incoming Calls
Qutgoing Calls
Missed Calls

Images

Ringtones

Audio

Video

VO N LA W

Contacts

Total Entries: 133

PBB MDS Hash: 152AF48BEEEE6F46506AFE9B0882BAB3

file://H:\Backup, Samsung GSM, SGH-A707, 355458016208986 2008_07_25 (001)\Repor...

#1 Abc development (Phqne memory)'

Mobile Home: h’ .

#2 » AleX (Phone memory) }
Mobile Home:
#3 Alex shumway (Phone memory) '3

235
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Page 6 of 41

#58 Miami mart (Phone memory)
Mobile Home:
#59 ‘ Michelle S (Phone memory)
Mobile Home:
#60 Mike b (Phone memory)
Mobile Home: _
#61 Mike p (Phone memory)
Mobile Home: _ )
#62 Mom (Phone memo
Mobile Home:
#63 Mom work (Phone memory)
Mobile Home: !
#64 Morgan (Phone memory)
Mobile Home:
#65 Pat S (Phone memory)
Mobile Home: —
#66 Peter (Phone memo
Mobile Home:
#67 Raddy (Phone memory)
#68 Ray (Phone memory)
Mobile Home: _
#69 Ricardo (Phone memory)
Mobile Home: -
#70 Rich (Phone memory)
Mobile Home: _
|#71 Robin (Phone memory)
Mobile Home: —

%30
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Examination Report e Page 7 of 41
#72 Ryan (Phone memo

Mobile Home: '

#73 Ryan S (Phone memory) :

#74 Sam m (Phone memo '

Mobile Home:

475 Sandra.(Phone memory)

Mobile Home: - o

#76 Sirius (Phone memory)

Mobile Home: _

#77 Steph (Phone memo:

Mobile Home:

#78 Suntrust (Phone memory)

Mobile Home:

#79 Tamara (Phone memory)

Mobile Home: —

#80 Terry Bowden Show (Phone memory)

#81 Tom (Phone memory) -
Mobile Home:

#82 Tony (Phone memory) _

Mobile Home: _ |

#83 "Tuff (Phone memo ) T 5
Mobile Home:. .
#84 Ucf business (Phorie memory) . .4

]

Mobile Home: - ST
#85 Unique trans (Phone memory) x5

337
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Examination Report Page 8 of 41
Mobile Home: -

#86 Va Home (Phone memory)

Mobile Home: !

#87 Vee (Phone memory)

Mobile Home: _

#88 Vendent (Phone memory)

#89 Vince (Phone memory)

#90 Wendell (Phone memory)

'Mobile Home: _

#91 Westin (Phone memory)

#92 Yellow cab (Phone memory)

Mobile Home: !

#93 Gran & Rich 2 emory)

Mobile Home:

#94 Chad (Phone memory) .
Mobile Home: _ ':

#95 Charles (Phone memory)

Mobile Home: _

#96 Cam'ron (Phone memory)

Mobile Home: —

#97 Rob Class (Phone memory) .=
Mobile Home: ﬂ :
#98 Will (Phone memory) %
Mobile Home: g L e

r—

1239
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#99

Page 9 of 41

Home (Phone memory)
#100 Rundles (Phone memory
Home:
#101 Bilancione Joe (Phone memory)
#102 Kyle (Phone memory)
Mobile Home: ,
#103 Emery (Phone memory)
Mobile Home:
Home:
#104 Franco (Phone memory)
Mobile Home: -
#105 Cullen (Phone memory)
Mobile Home: -
#106 Artem (Phone memory)
Mobile Home: -
#107 Kyle S (Phone memory)
Mobile Home: *
#108 Raj (Phone memory)
Mobile Home: -
#109 Rodney (Phone memory) .
Mobile Home: - ‘:
#110 Emily (Phone memory) N
Mobile Home: _ '
#111 Ryan (Phone memory) ...
Mobile Home: - ,
| Email Home: rpasley0330@yahoo.cf m ;

1234
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"Page 10 of 41

#112 Wen Cell (Phone memory

Mobile Home: _ '

#113 Apple (Phone memory)

Mobile Home: -

#114 Amy (Phone memory)

Mobile Home: -

#115 Hungry Howies (Phone memory)

Mobile Home: -

#116 C Hanson (Phone memory)

Mobile Home: -

#117 Cara (Phone memory)

#118 Charles 2 (Phone memory)

Mobile Home: -

#119 _ Brighthouse (Phone memory)

Mobile Home: -

#120 Booze (Phone mem

Mobile Home:

#121 Rob D (Phone memory)

Mobile Home: -

#122 Nick (Phone memory)

Mobile Home: ‘

#123 Louis (Phone memory) L

Mobile Home: ‘ T

#124 Lapointe Eric (Phone memory) .

Mobile Home: _ 1

#1235 Casey (Phone memory) TS
N foe Lo

\240
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Examination Report

-4

Page 11 of 41

(
7 7
Mobile Home: T - castd Celt -
#126 Jeff (Phone memory) |
Mobile Home: -
#127 Kurt (Phone memory)
Mobile Home: -
#128 Jalmar (Phone memory)
Mobile Home: -
#129 Lafferriere Kelly (Phone mérrlory) ' )
Mobile Home: -
#130 Drew B (Phone memory)
Mobile Home: -
£
#131 Annie (Phone memory)
Mobile Home: —
#132 Jessie (Phone memory)
Mobile Home: _
#133 Mike C (Phone memory)
Mobile Home: ‘
SMS - Text Messages
SMS MDS5 Hash: 256C66688 A9F797492D6F3CF0CA67831
# [Number Name ate & Time __[Status [Folder StorageType  [Text _
' ; Im watching a
. movie with the
A : roomies, call
1 ‘ Melissa K%}QI@?‘TS 22 50) 0414 Read |Inbox | SIM Incomingflater? Or will'you
. 3 be riding the
Iwaves at the
; water park?
. 29/06/08 20:49:09 N
* Inconriing Hutry' "
2 Julie (GMT+0.25) Read |[Inbox |SIM “Incézommngumy iup.tr.oy
| % L 'i >
3 6* Morgan | 36/06/08 02:29:p5| Read |Inbox | SIM | InComing gy, 1o 0o i ri

124
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Examination Report e Page 12 of 41

(GMT+0.25) answer....dick
__ ' ' When are you
30/06/08 13:05:23 - :
*
4 -6 Casey (GMT+0.25) Read |Inbox |SIM |Incomingfflying out to
- puerto rico?
Not sure yet

either. I may fly

30/06/08 13:09:45 out with amy and

5 Casey

(GMT+0.25) Read |Inbox |SIM EInczommacome back carly
- ﬁr fly out for the
weekend
. 30/06/08 18:27:08 .| Bring bathing
*
6 - Melissa (GMT+0.25) Read |Inbox |SIM IncomlngSllit yes?
2. Well i didnt
7 * Melissa 30/06/08 13:32:53 Read [Inbox |SIM |Incomingknow mr sand
GMT+0.25) hater
. 30/06/08 18:40:28 .| Okay then - its
*
8 Melissa (GMT+0.25) Read |Inbox SIM Incoming] n the list
. 30/06/08 18:44:48 .| Whatever you
*
9 Melissa (GMT+0.25) Read [Inbox [SIM |Incoming]

say gramps. . .

Anything else to
0/06/08 18:47:13 R .
GMT+0.25) Read |Inbox |SIM |Incomingbring besides my

dazzling smile?

Hahahaha, dont
try to mask your
excitement with

Melissa

\

30/06/08 18:53:24

* Melissa Read |Inbox |SIM [Incoming

1

(GMT+0.25) physical threats. .
. I see right
through you
. 30/06/08 20:45:43 ’ . lichat
1 elissa (GMT+0.25) Read |Inbox |SIM Inc?ommgente rtainment?
Worth waking up
for - i hope you
. 30/06/08 23:38:38 i+ JkKNOW im your
1 * Melissa kGMT +0.25) Read |Inbox |SIM :Inc;ommgpea.’ and im not
going anywhere. .
. 40 hours
Oh no! Are you
: 01/07/08 20:45:07 . Istill alive? Sorry
1 * Melissa GMT-+0.25) Read |Inbox |SIM Incommgbabe im at dinner
at Kristins
Did the hurricane
e sweep you away?
15_* Melissa (()}1;2:17,{83 22 50)'47'14 Read |Inbox |SIM |IncomingMore importantly,|
( : ' can i still stay _g
with CNC?
Who khows been| !
- 01/07/08 20:50:03 k.. Jbete for quite.,. .
1‘ * Melissa (GMT+0.25) Read [Inbox | SIM ilncgommgs"ome time, call
. : L ou latdr? |
Y | ]‘
Im back if you - :

242
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Examination-Report . Page 13 of 41
17 R+ Melissa (%21@;1()(? 205953554 Read |Inbox |SIM Incominglflf3 zt busy my -
18 * Melissa (((]}2&):174% 21 53)'39'59 Read |Inbox |SIM Incomings[;cl,{n"s-ee you so

' Eating now. I
AN, as going to wait
Casey 02/07/08 21:40:16 Read |Inbox | SIM Incomingg)r amy but im
(GMT+0.25) ‘ not sure. You
‘ headed out now?
* Casey (2?1(/([)"’17‘?5 22 51):42:52 Read |Inbox |SIM |Incoming Ok cool.
* Booze ((()_‘,21@%4(-)08 22 51):46:48 Read |Inbox [SIM |Incoming Coming out?
* Booze (2}2{217*?(? 22 51):47:47 Read |Inbox |SIM Incomin% trueeee
23 * Cascy k(glig;ﬁ)g 22 52):38:08 Read |Inbox |SIM |Incoming How is it?
Awesome. Im
A, ' waiting for amy.
Casey 02/07/08 22:42.25 Read |Inbox [SIM |IncomingiWe should be
Q‘GMT+0.25) .
down there in an
hour
- I got amy

25‘ * Casey (%31(2;?5 20 51):08:57 Read |Inbox |SIM ‘Incominglglgitlagn;sc; EZ :dare

back to voyage

2 * Casey (%Z%,Tg 2051):34:42 Read |Inbox |SIM |Incoming I approve:;-) _
2 * Melissa 03/07/08 18:09:55 Read |Inbox [SIM [Incoming dont be angry . ..

GMT+0.25) Only a few hours!
A _ You and melissa
2 * Casey {gﬁ%@g 21 59)'44’50 Read |Inbox |SIM .Incomlnguare coming to
) - dragon foom.
A, . Taken care of.
2& ‘ Casey ((glﬁ);ﬁ)g 21 59)'47'58 Read |Inbox |SIM |IncomingWe will see you
) in a little bit ;-)

Incoming Calls

* Phonebook name lookup used to retrieve names

CLOG MDS Hash: 6812B149338CC1376F7A6E7900D656FC

i ype
1 |Incoming
2 |Incoming

file://H:\Backup, Samsung GSM, SGH-A707, 355458016208986 2008 _07_25 (001)\Repor...

Name Date: & Tlfne [Duration :
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Examination Report

Page 14 0f41

3 |Incoming * Cara N/A N/A
4 |Incoming * Jp N/A N/A
S |Incoming * Mike C N/A N/A
6 |Incoming N/A FN/A N/A
7 |Incoming * Charles 2 N/A N/A
8 |Incoming N/A N/A N/A
9 |Incoming * Ricardo N/A N/A
10 |Incoming * Amy N/A N/A
11 |Incoming * Booze N/A N/A
12 |Incoming * Kelly N/A N/A
13 |Incoming * Morgan N/A N/A
14 |Incoming * Doc dave N/A N/A
15 |Incoming * Melissa AN/A < |N/A
16 |Incoming * Eddie N/A N/A
17 |Incoming * David W N/A N/A
18 |Incoming N/A N/A N/A
19 |Incoming * D§pence N/A N/A
20 |Incoming * Peter N/A N/A
21 |Incoming * Abc development | N/A N/A
22 | Incoming * Clint N/A N/A
23 |Incoming * Charles N/A N/A
24 |Incoming * Casey N/A N/A
25 |Incoming * Mom N/A N/A
26 |Incoming N/A N/A N/A
27 |Incoming N/A N/A N/A
28 |Incoming * Jeff N/A N/A
29 |Incoming * Danny N/A: IN/A
30 |Incoming * Gran & Rich 2 N/A N/A
Outgoing Calls
CLOG MDS5 Hash: 6812B149338CC1376F7A6E7900D656FC
ype Name IDate & Time |[Duration
1 |Outgoing * Amy N/A |N/A .
2 | Outgoing * Ricardo N/A: |N/A
3 | Outgoing N/A N/A |N/A
4 | Outgoing * David W N/A |N/A
5 |Outgoing * Cara N/A N/A
6 . |Outgoing * Bddie IN/A T INIA
7 | Outgoing * Ip N/A - '~ INIA
8 |Outgoing * Don Reid Ford N/A . . [INA
9 |Outgoing *Morgan N/A, | . JN/A
10 | Outgoing * Gran & Rich 2 N/A™ - Vo INIA
11 | Outgoing N/A N/A 1 [N/A
12 |Outgoing * AleX N/A" = 0 INIA

file://H:\Backup, Samsung GSM, SGH-A707, 355458016208986 2008_07_25 (001)\Repor... 7/25/2008




Examination Report

13

QOutgoing

14

Outgoing

15

Outgoing

16

Outgoing

17

QOutgoing

18

Outgoing

19

Outgoing

20

Outgoing

21

Outgoing

22

Qutgoing

23

Outgoing

24

Outgoing

25

Outgoing

26

Outgoing

27

Outgoing

28

QOutgoing

29

Outgoing

30

Qutgoing

Missed Calls

i Page 15 of 41

* Doc dave N/A - N/A
* Gran & richie N/A N/A
N/A N/A N/A
N/A N/A N/A
* Melissa N/A N/A
N/A N/A N/A
* Booze N/A N/A
* Kelly N/A N/A
N/A N/A N/A
N/A N/A N/A
* D§pence N/A N/A
N/A N/A N/A
N/A |N/A . |N/A
(N/A N/A ' N/A
N/A N/A N/A
* Casey N/A N/A
N/A N/A N/A
* Mom N/A N/A

CLOG MDS5 Hash: 6812B149338CC1376F7A6E7900D656FC

file://H:\Backup, Samsung GSM, SGH-A707, 355458016208986 2008

#  [Type Number ame ate & Time |[Duration

1 |Missed & * Bddie NA N/A

2 |Missed N/A NA N/A

3 |Missed * Morgan N/A IN/A

4 |Missed ' * Charles N/A _ N/A

5 |Missed * Ricardo NA . N/A

6 |Missed N/A NA TN/A

7 [Missed * Cara NA = N/A

8 |Missed N/A N/A ’ N/A

9 |Missed * Ip N/A N/A

10 |Missed * Gran & richie N/A N/A

11 |Missed | * Kelly N/A ' | N/A

12 | Missed i * AleX N/ A ('N/A

13 |Missed . N/A N/A . . [NA

14 |Missed ! N/A NA N/A B
15 |Missed ‘ N/A NA N/A i
16 |[Missed * Booze NA . . - (N/A .
17 |Missed * Dad N/A ;T fNIA i
18 |Missed * Gran & Rich 2 N/A .. . - |N/A e
19 |Missed * Dpence N/A . . N/A Cef
20 |Missed * Melissa N/A . . W N/A N

21 |Missed * David W N/A- . T IN/A

22 |Missed * Doc dave N/A - T~ [N/A

345

07 25 (001)\Repor... 7/25/2008



Examination Report

e Page 16 of 41

23 |Missed * Jeff N/A N/A
24 |[Missed * Casey N/A N/A
25 |[Missed . * Clint N/A N/A
26 |Missed * Carlos w N/A N/A
27 |Missed N/A IN/A N/A
28 |Missed * Artem N/A N/A
29 |Missed N/A N/A N/A
30 |Missed * Julie N/A N/A

* Phonebook name lookup used to retrieve names

Images

#

mation

MetaData

P
Filename: YgRees\IMG009.JPG

MDS5:

267A464658 A83DCE746DA370AES

File Size: 14 @8 bytes Pixel
1 |File Date/Time \@08/07 18:16:18 Resolution:
MDS5: ' 1280x960
DAES8821BEC95ED N@A 662E1530951D7F
Resolutig
72x72 4
inch
piution:
Filename: Images\Photo0002.ipg BU0x1200
File Size: 269763 bytes Camera
2 | File Date/Time: 07/07/07 12:09:20 ake:

sung
: onics

Date/Ti
2007:07:0
16:09:20

ModeRgA707
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Fila##: [mages\Photo0003 jpg

Resolution:

inch)

Pixel
-Resolution:
1600x1200

72x72 (unit:

\24

7/25/2008



